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PREFACE 
1.1 ABOUT THE DUTCH WHISTLEBLOWERS AUTHORITY 

The Dutch Whistleblowers Authority contributes to integrity in working relationships 
within society. The Authority encourages and helps governments, semi-public 
institutions and companies to draft and monitor their integrity policies. Each year, it also 
provides advice to hundreds of people who suspect wrongdoing.  
 
The Authority also conducts investigations into retaliations. A reporting person must 
never be disadvantaged because of their report. As a last resort, it can also investigate 
alleged wrongdoing. For example, the Authority may investigate when no regulator or 
authority has been appointed, or if no proper investigation has previously been 
conducted by a specialised regulator.  

1.2 INTERNAL INVESTIGATION 
Almost every organisation eventually encounters reports of suspected wrongdoing or 
integrity breaches. Such a report may prompt an organisation to conduct an internal 
investigation. Based on the results of this investigation, the organisation draws 
conclusions and takes action, sometimes with far-reaching consequences.  
 
For example, people may no longer be able or allowed to continue their employment, 
roles, tasks or assignments. This can have considerable financial and/or emotional 
consequences, not only for the perpetrator of the wrongdoing or integrity breach (the 
‘person concerned’), but also for the person reporting and the employer. It is therefore 
important to ensure that an investigation is professionally prepared and executed.  
 
This brochure provides a guide for organisations to properly design and execute their 
internal investigations. In particular, this concerns investigations into suspicions of 
wrongdoing under the Whistleblowers Protection Act or suspicions of other integrity 
breaches. The latter category concerns events that do violate legal (or other) rules, but 
that are not covered by the Whistleblowers Protection Act.  

1.3 READING GUIDE FOR THIS BROCHURE 
This brochure begins with a description of what is needed in order to organise an 
internal investigation and how an organisation can prepare for it. The brochure then 
addresses the assessment of the report, the actual investigation, its completion and any 
steps that might follow. The aspect of communication is discussed as well — not only 
with the reporting person, but with everyone involved in the investigation, as well as 
other employees and the media.  
  
  



 

 

Internal Investigation  

4 

Contents 

Preface 3 
1.1 About the Dutch Whistleblowers Authority 3 
1.2 Internal Investigation 3 
1.3 Reading guide for this brochure 3 

2. Internal Investigation 6 
2.1 What is an internal investigation? 6 
2.1.1 Being prepared to conduct an internal investigation 7 
2.1.2 Investigation protocol 7 
2.1.3 Handling information 9 
2.1.4 Relevant positions, roles, tasks and responsibilities 9 

3. Assessment of reports 12 
3.1 Initial assessment 12 
3.1.1 Analysis of the report 13 
3.1.2 Outcomes of initial assessment 15 
3.2 If no assessment is possible 15 
3.2.1 Notification if there will be no investigation 16 
3.3 Reporting person with improper motives (false report) 17 

4. Start of a fact-finding investigation 18 
4.1 Securing information for the investigation 18 
4.2 Disciplinary measures 19 
4.3 Communication 20 
4.3.1 with the reporting person 20 
4.3.2 with the person concerned 20 
4.3.3 with witnesses 21 
4.3.4 with people who have an investigation duty 21 
4.3.5 with supervisors 22 
4.3.6 with other employees and the media (including social media) 22 
4.4 Filing charges and/or reporting to an authority 22 

5. Conducting the fact-finding investigation 24 
5.1 Investigation assignment 24 
5.2 Choice of the fact-finding investigators 25 
5.2.1 Internal investigators 25 
5.2.2 External investigators 26 
5.3 Key elements of a fact-finding investigation 29 
5.4 Available investigation methods 30 
5.4.1 Open-source investigation 30 
5.4.2 Document review 31 
5.4.3 Interviews 31 
5.4.4 Investigation of the physical working environment 33 
5.4.5 Investigation of the digital working environment 33 
5.4.6 Observation and camera usage 33 
5.5 Fair hearing 34 
5.6 Investigative material 35 
5.7 Privacy 35 
5.8 Other points requiring attention during the investigation 36 
5.8.1 Duration 36 
5.8.2 Maintaining a log 37 



 

 

Internal Investigation  

5 

5.8.3 Assistance from reporting persons 37 
5.8.4 Resistance 37 
5.8.5 If the person concerned resigns 37 

6. Completion and conclusion of the investigation 39 
6.1 The investigation report 39 
6.2 Retention of the investigation report 40 
6.3 Employment measures 40 
6.4 Preventive measures 40 
6.5 Notify the reporting person and the person (or persons) concerned 41 
6.6 Internal and external communication 41 
6.7 Aftercare 42 
6.8 Tips for the longer term 42 
 

 
 
 



 

 

Internal Investigation  

6 

2. INTERNAL 
INVESTIGATION 
As mentioned in the preface, almost every organisation occasionally encounters 
wrongdoing (or the threat thereof) or other integrity breaches. Signals or reports about 
such situations reach the organisation’s leadership in various ways. Ideally, this is done 
through the internal reporting channel — if any — that is dictated by the organisation’s 
reporting procedure.  

Integrity breach or wrongdoing?  
Failure to act in accordance with the applicable moral values and standards and 
the related rules within an organisation is referred to as an integrity breach.  
Integrity breaches in which the public interest is at stake are referred to as 
wrongdoing. This is at issue if the violation transcends one or more individual 
interests and if there is also a pattern or structural character, or if the act or 
omission is serious and extensive. Every case of wrongdoing is an integrity breach. 
The converse is not always the case. As a rule, the manner of investigation for 
internal investigations into integrity breaches or wrongdoing is the same. In this 
brochure, where we refer to integrity breaches, we mean integrity breaches or 
wrongdoing. 

 
Suspicions of integrity breaches may also reach the organisation in other ways. For 
example, they could be communicated through regulators, inspectorates, customers, 
clients and citizens who send signals to an organisation’s leadership about situations 
they have experienced or observed when in contact with that organisation. 
 
The organisation’s leadership may decide to launch an internal investigation based on 
signals or a report. A report is thus not always needed. Such decisions may even be 
triggered by publications in the social or traditional media about undesirable situations 
in the organisation. 

2.1 WHAT IS AN INTERNAL INVESTIGATION? 
An internal investigation into a suspected integrity breach focuses on gathering facts. 
The aim is to assess the extent to which the suspicion is correct. In doing so, the 
investigation also clarifies the cause and context of the alleged integrity breach. 
Moreover, it indicates who was involved and what role they had.  
 
Once the internal investigation has been completed, the organisation’s leadership uses 
the results of the investigation to determine whether additional actions are needed and, 
if so, which ones. It may then take measures to prevent or mitigate further damage (or 
the threat thereof). The outcome of an internal investigation may also provide grounds 
for taking employment measures against employees who had a role or responsibility in 
the situation under investigation. If an investigation shows that a person concerned is 
blameless, the employer will discuss rehabilitation and possible aftercare with the person 
concerned. 
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An internal investigation can have a major impact on employees, as well as on the 
organisation as a whole. It is therefore important for experts to execute the investigation 
objectively and independently. In any case, this means that investigators must be able to 
do their fact-finding without interference and without bias. They should therefore have 
no interest in the outcome, nor should the outcome affect the position of the 
investigator or the agency that employs the investigator. 
 

2.1.1 BEING PREPARED TO CONDUCT AN INTERNAL INVESTIGATION 
Due to the nature of a report or signal, an organisation must sometimes take immediate 
action. It is therefore important for an organisation to be prepared to execute an internal 
investigation. In other words, the organisation should not start thinking about the 
specifics of such execution only at the first signal or report. 
 
If an organisation deems that an internal investigation is desirable or necessary, it should 
be able to answer several questions quickly. For example, what kind of investigation is 
appropriate? Who can execute it? What investigation methods are needed? Which 
internal officers or investigation agency will be involved in the investigation? How should 
the information collected and the privacy of individuals named therein be addressed? 
Good preparation makes it possible to answer such questions immediately or quickly.  
 
Given the potentially far-reaching consequences of an investigation, the parties involved 
must be confident that it will be carried out diligently and properly. To ensure this, it 
would be of great value to establish an investigation protocol. Drafting this investigation 
protocol is an important part of the preparation. It makes clear who should take which 
steps and when — and thus also who should take which types of decisions. Without an 
investigation protocol, the investigation takes on an arbitrary and opportunistic 
character. It then always follows the course that seems best at the time. This could lead 
to legal or other uncertainty for the individuals involved, as well as to poorly considered 
choices, with consequences for future internal investigations. 
 

Please note 
Integrity breaches can occur anywhere — even in organisations that devote 
substantial attention to integrity in their business operations. Receiving a report of 
an integrity breach (or suspicion thereof) should therefore be interpreted as a 
positive sign — as proof of trust in the organisation. Show appreciation for this 
trust, and be well prepared for reports. 

2.1.2 INVESTIGATION PROTOCOL 
An investigation protocol is a set of safeguards and agreements concerning the 
execution of the investigation. In addition to describing the process steps to be followed 
during an investigation, it addresses such questions as which investigation methods can 
or should be used and what the relevant rights, obligations and authorisations of the 
organisation, the reporting person, the witness and the person (or persons) concerned 
are. These kinds of questions are answered in the investigation protocol. 
 
If an organisation has an investigation protocol, this is a good sign, at least if it contains 
the right conditions necessary for a proper investigation. The organisation thus 
demonstrates its ability to follow up on reports with an investigation if necessary. Such a 
protocol is leading in the diligent and correct setup and execution of an internal 
investigation. Like thorough follow-up, the diligent and correct execution of the 
investigation is good for trust in the organisation — not only from employees, but also 
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from people outside the organisation.  
For example, the latter is evident when an integrity breach leads to a lawsuit. If an 
internal investigation has been executed according to an investigation protocol, the 
investigation results are less likely to be called into question in that lawsuit. 
 
It is important to keep the investigation protocol closely aligned with other parts of the 
integrity policy, including the code of conduct and the reporting scheme.1 Ensure 
consistency between these procedures, and integrate them where possible. In addition, 
be alert to concurrence with other procedures (e.g., those for complaints or safety 
incidents). Give advance consideration to how to avoid this or how to act if it occurs in 
practice.  
 
The organisation’s leadership has several tasks to perform in an investigation protocol. 
Examples include the assessment of and follow-up on a report. When drawing up an 
investigation protocol, pay attention to whether the process and the division of roles 
would still be usable if a report of suspected wrongdoing or integrity breach were to be 
directed against the leadership of the organisation.  
 
Additional points for attention and tips 
If you will be working to create an investigation protocol, pay attention to the following 
as well: 
  

• Consult with your umbrella or industry organisation about specific concerns for 
the industry in which your organisation is active. You could also ask them for 
assistance in drafting an investigation protocol or executing an internal 
investigation. 
 

• A reporting scheme (Whistleblowers Protection Act) and investigation protocol 
are sometimes combined. Although this is possible, it has the disadvantage of 
making the resulting document extremely long. The reporting scheme is 
required by law and is truly focused on the reporting person and how to report. 
The investigation protocol (not required by law) exists primarily to ensure that 
the employer can move quickly to conduct investigations. Once such a protocol 
has been established, the reporting person or other persons concerned may well 
derive rights from it.  
 

• The processing and storage of personal or other data during and after an 
investigation is subject to legal rules. For this reason, involve an expert in data 
protection and archiving when drafting an investigation protocol. 
 

• Specify in advance who — inside or outside the organisation — will have what 
role and what task in an internal investigation. This will save time and discussion 
at the time that an internal investigation is needed. Select suitable investigation 
agencies in advance. This will ensure that you will be able to launch such an 
investigation faster as soon as it is needed, and you will be assured of expert 
execution.  
 

 

1 For additional information on the integrity coordinator, visit www.huisvoorklokkenluiders.nl and download our 

brochure on ‘The Reporting Scheme.’ 

 

file://hvk.local/shares/Users/ed.fenne/Desktop/Intern%20onderzoek/%20https/www.huisvoorklokkenluiders.nl/integriteit-bevorderen
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• Make sure that everyone who has a role or task in the execution is adequately 
prepared. 
 

• Submit the investigation protocol (in draft form) to the works council (OR), which 
must first agree. 
 

• Make sure that the investigation protocol is available to all employees. This allows 
employees to see that the organisation is prepared, which builds confidence and 
lowers the threshold to report unwanted situations. 
 

• Establish that the investigation protocol and its functioning will occasionally be 
evaluated and adjusted if necessary.  

2.1.3 HANDLING INFORMATION 
Once a report has been received, the employer will receive solicited and unsolicited 
information for the purpose of the report and any subsequent investigation. For this 
reason, establish in advance how the organisation will handle this information. This will 
help to protect the confidentiality of the investigation, the privacy of the individuals 
named in the investigation, and the legislative requirements for archiving and storing 
information. The Data Protection Officer or a privacy expert can provide advice in this 
regard. 
  

2.1.4 RELEVANT POSITIONS, ROLES, TASKS AND RESPONSIBILITIES 
A report involves several officials. The main positions, roles, tasks and responsibilities are 
listed below:  
 
The integrity coordinator/manager or compliance officer (hereinafter: ‘the i-
coordinator’ in reference to both positions) coordinates, directs and supervises the entire 
integrity policy. This includes ensuring consistency among the various components of 
this policy. The i-coordinator has a remote role and therefore preferably does not 
personally handle or follow up on the receipt of reports. See also 3.1 in this brochure. The 
organisation’s leadership may consult the i-coordinator for advice on a report and charge 
this position with supervising the reporting process, as well as the course and follow-up 
through which a report proceeds. 
I-coordinators can also refer employees approaching them with integrity issues to the 
appropriate officer. In this regard, it is important to ensure that the i-coordinator does 
not take over the responsibilities or tasks of others (e.g., the leadership of the 
organisation or the confidential advisor).2 Many organisations do not have an integrity 
coordinator, and this position is not yet legally required. We recommend appointing 
such an officer. 
 
The confidential advisor 3 has the task of informing a reporting person of an integrity 
breach (actual or suspected) about the reporting process and providing confidential 
advice on the steps to be taken. Under the Whistleblowers Protection Act, reporting 
persons have the right to consult an advisor in confidence. This role is usually fulfilled by 
the confidential advisor. To ensure confidentiality, the confidential advisor should not be 

 

2 For additional information on the integrity coordinator, visit www.huisvoorklokkenluiders.nl and download:  

- Exploration of Integrity Management & the Integrity Manager  

- The integrity manager: A job profile 
3 For additional information on the confidential advisor, visit: www.huisvoorklokkenluiders.nl and download Integrity 

in Practice: Confidential Advisor 

http://www.huisvoorklokkenluiders.nl/integriteit-bevorderen
http://www.huisvoorklokkenluiders.nl/integriteit-bevorderen
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involved in the assessment of a report or in the execution of an internal investigation. The 
confidential advisor should also not provide advice on possible measures.  
 
HR experts and legal advisors provide advice to the organisation on any order, policy, or 
employment measures in response to a report and/or internal investigation. They may 
also be consulted when applying or using special investigation methods or means, and 
when assessing whether their application is proportionate. 
 
Fact-finding investigators conduct internal investigations in response to a report or 
signal. These investigators may come from either within or outside the organisation. To 
answer the research questions, they list and analyse the facts of the event. They do this 
independently, and thus without interference from the organisation and without any 
judgements or prejudices. Fact-finding investigators are in no way involved in advising 
on or executing any employment measures proceeding from their own investigation. 
They can nevertheless provide advice to the employer on measures needed to enable 
the investigation. For example, it is sometimes not desirable for a person concerned to 
have access to the workplace during the investigation. In this case, a temporary transfer 
or paid leave (i.e., suspension) could be considered.  
 
The organisation’s leadership bears ultimate responsibility for handling a report. In 
other words, it ensures that this report receives diligent assessment and appropriate 
follow-up. It is also the organisation’s leadership that decides whether an internal 
investigation is appropriate. Moreover, it conducts an assessment of the results of the 
investigation and decides whether measures are needed — and, if so, which ones.  
 
Especially in organisations with few employees, there is often a need to assign multiple 
roles to one person. This is efficient, but not always wise. Some roles indeed do not relate 
well to each other. For example, the director cannot also be the sole confidential advisor.  
 
To avoid bias and conflicts of interest (or the appearance thereof), organisations should 
therefore carefully consider who is to fulfil which role. If they succeed in this regard, it will 
strengthen the confidence of employees and anyone involved in an investigation that 
the report is being handled diligently and that the investigation is being executed 
properly.  
 

Please note 
The work of the i-coordinator, confidential advisor and fact-finding investigator is 
specialised. The organisation’s leadership ensures that these officers are well 
prepared for their role by providing them with sufficient opportunities for 
education and training.  

 
Confidentiality  
Investigations should be conducted in a confidential manner and in accordance with the 
‘need to know’ principle. This includes limiting the collection and sharing of information 
to what is necessary to achieve the objectives of the investigation. This means that 
investigators, in coordination with the employer, involve as few people as possible in the 
investigation, and those people are given access only to the information they need in 
order to fulfil their role in the investigation. The identity of the reporting person, the 
persons concerned and witnesses will be shared only with those who need to know in 
the execution of the investigation. 
All individuals involved or consulted in an investigation, including the reporting person, 
are expected to respect the confidentiality of the investigation and the information 
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obtained within this context. On the grounds of good employee conduct, this is even an 
obligation. In an investigation into wrongdoing, the obligation of confidentiality and data 
protection specified in Section 1a of the Whistleblowers Protection Act also applies. 
 
Confidential information includes at least trade secrets, the identity of the reporting 
person and the identity of individuals named and involved in the report. It also concerns 
information that could be used to trace the identity of the reporting person.  
 
Confidentiality of information reduces the barrier to reporting and protects everyone 
involved in the investigation.  
  
Signals that a reporting person or witness is experiencing disadvantage may come from 
the reporting person or witness personally, or they could come from another party (e.g., 
the confidential advisor). If such signals are present, the reporting person or witness 
should be able to discuss this experience, for example with their supervisor or the 
confidential advisor. The employer should enable this and should always take signals of 
disadvantage seriously. 
 
As stated before, confidentiality is required in any investigation. This is also expected of 
the reporting person and any witnesses and persons concerned. This requires 
agreements, possibly documented in writing.  
Even if legal proceedings follow during or after the investigation, the employer should 
disclose only the data necessary to conduct the proceedings. The courts play a decisive 
role in this regard.  
 
 

Please note 
Do not make any promises to reporting persons, witnesses, or persons concerned 
that their identity will never be made public. During or after the internal 
investigation, legal proceedings may be initiated, and the investigation report and 
underlying documents may be involved in the judgment process. The court will 
determine the extent to which it is necessary to reveal the identity of the 
individuals involved in the investigation. One exception is if special measures have 
been taken within the context of criminal investigations to protect the identity of 
reporting persons or witnesses.  
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3. ASSESSMENT OF 
REPORTS  
There can be differing reasons for an internal investigation. In most cases, it is because 
the organisation has received one or more reports. Another reason could be the 
presence of unexplained discrepancies in the organisation’s stock or accounting records.  
 

Please note 
If the report that has been received concerns suspected social wrongdoing or 
threat, the employer is bound by the specified periods in the Whistleblowers 
Protection Act. For example, the reporting person must receive a confirmation of 
receipt of the report within seven days after it is received. In addition, the employer 
must inform the reporting person about what will happen to the report no later 
than three months after sending such confirmation. 

 
Whether such a report or observation does indeed lead to an internal investigation 
depends on several factors. The organisation’s leadership starts by making an initial 
assessment. Sometimes, there is still too little information and the organisation decides 
that additional information is needed.  
 
In some cases, however, an organisation may need to take immediate action on a report. 
For example, suppose that the report states that the organisation’s production process is 
dangerous to employees. It would then be necessary to adjust or even halt this process 
immediately, even if it is not yet certain that the report is correct. Alternatively, suppose 
that the report states that one or more employees are continuing to cause damage. This 
would require immediate disciplinary measures. The organisation may take such 
interventions even before the investigation has been launched.  

3.1 INITIAL ASSESSMENT 
How does an organisation make an initial assessment of a report? As the bearer of 
ultimate responsibility, the employer must organise this. It is an important moment and 
it requires considerable diligence. For this reason, the assessment should ideally not be 
delegated to only one person. Moreover, it is important to involve an expert on integrity 
and investigation in the assessment. This could be an i-officer, for example, although an 
expert from outside the organisation could take on this task as well. In that case, it is 
important to ensure that the intended external advisor does not have a personal interest 
or be serving the interest of the employing agency. This could give rise to a conflict of 
interest (or at least the appearance thereof). As a rule, external investigators are not 
suitable as advisors, given that they also have a financial interest in an investigation.  
 
Furthermore, it is always wise and, in many cases, necessary to ask the reporting person 
to explain the report in person. This often yields more or even better information. It also 
helps the reporting person to feel as if the report is being taken seriously. Moreover, 
during that conversation, the organisation can immediately inform the reporting person 
about the further process. It is important for the reporting person to feel safe during the 
interview for explaining the report. This increases the likelihood that the reporting person 
will share valuable information. For this reason, think carefully about where and who will 
talk to the reporting person on behalf of the organisation. It should at least be someone 
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who enters the conversation with an open attitude. Another option could be the 
employer’s external advisor.  
 
In contrast to confidential reporting, in an anonymous4 report, no one in the organisation 
knows who the reporting person is. There are systems that allow the reporting person to 
make a digital report anonymously whilst still allowing the employer to ask questions of 
the anonymous reporting person. Such a possibility is important if the original report 
lacks essential information for assessment. Some organisations use these types of 
purchased and/or developed systems. In the new legislative amendment, the 
Whistleblowers Protection Act will mandate employers to offer the possibility of 
anonymous reporting (in any form). This section of the law is still under development, 
and it is therefore not yet applicable. If the reporting person is anonymous, you should 
definitely not attempt to determine the identity of that person. 
 
The employer makes an initial assessment of the report based on the information 
provided by the reporting person. In this regard, it is important to answer the following 
questions: 
 

• What issue has been brought to the attention? 
Accurately map out the situation the report is about.  
 

• Is the issue being (or has it been) addressed or investigated elsewhere?  
In some cases, issues have already been reported externally. This could affect the 
employer’s handling of the matter. 
 

• Which solution direction would be most appropriate? 
Be aware that an internal investigation can have a serious impact on everyone 
involved. It is therefore important to start by exploring the possibility of other, 
less invasive solutions. In this regard, consider having a conversation between 
persons concerned in the issue and a supervisor. Alternatively, mediation could 
possibly provide a solution. In some cases, the report might actually be more of a 
complaint for which a complaints procedure is appropriate. An internal 
investigation is thus not always the most obvious solution direction.  

 
 

Please note 
The analysis (assessment) of the report must be objective and independent. The 
personal views and experiences of an assessor may interfere with or impair such 
objectivity and independence. To limit this risk, an advisor (ideally external) with 
expertise in this area should be involved in the assessment of the report.  

 

3.1.1 ANALYSIS OF THE REPORT 
To make a decision about how to follow up on a report, the information from the report 
and the context in which it occurred will need to be analysed. Answering the following 
questions would be helpful in this regard.  
 

a) Nature of the suspected integrity breach 

 

4 The Whistleblowers Protection Act also includes the possibility of anonymous reporting. The legislature has yet to 

work out the manner in which reporting persons can do this, and it has therefore not yet taken effect. 
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• Does it concern a matter that can be reported through the reporting 
scheme?  

• What kind of integrity breach (or suspicion thereof) is involved? 
• Is it possibly a criminal offense? 
• Are there any competent external authorities or inspections that could — or 

even should — play a role in following up on the report? 
 

b) Responsibility and authority 
• Does the possible integrity breach fall under the responsibility of our own 

organisation? 
• Is the organisation authorised to investigate the possible integrity breach? 

 
c) Severity of the case 

Is an investigation decision appropriate (justified) given the severity of the report 
and the impact of an investigation? Determine this by considering:  
• the reported suspicion itself; 
• the context within which the suspected integrity breach occurred; 
• the person (or position) to whom the report relates; 
• the potential danger; 
• whether it affects a social interest; 
• whether there are better or more appropriate procedures for the reported 

problem (e.g., an appeal or complaints procedure). 
 

d) Validatability 
• What facts support the suspicion? 
• Are there good opportunities for investigation? 

 
e) The reporting person 

• How much insight did the reporting person have into the suspected 
wrongdoing? 

• How much knowledge (expertise) does the reporting person possess? 
• Could the reporting person provide more information than has been 

reported? 
• How reliable is the source of information used to support the report? 

 
f)  The person (or persons) concerned 

• Who is the person concerned — the possible perpetrator of the suspected 
wrongdoing? This could be more than one person. 

• Was this person capable of causing the suspected wrongdoing (e.g., by 
reason of workplace, attendance during a certain period, type of work, type of 
position or personal circumstances)? 

 
g) Wrongdoing or misunderstanding? 

• Can perceptions and interpretations be biased?  
• What is the relationship between the information from the report and the 

facts and circumstances known to the organisation? 
• Is it truly possible that the suspected integrity breach occurred? 
• Could the suspected integrity breach be excluded with certainty? 

 
Analysis of the responses to the points above often leads to a good initial assessment of 
the report. Based on this assessment, determine what the follow-up should look like.  
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Tip 
Include previous reports or signals in your assessment. For example, is there 
inexplicably high absenteeism or high staff turnover within the organisation or a 
specific department? These could be signals that something is wrong.  

 
 
 

Tip 
Reports or signals may indicate the presence of a culture within an organisation in 
which behaviour that is undesirable or lacking integrity is tolerated and 
perpetuated. In such a situation, a culture investigation could help gain insight 
into this. This is a form of internal investigation.5 Keep this in mind when 
commissioning an investigation. 

 
 

3.1.2 OUTCOMES OF INITIAL ASSESSMENT 
 There are roughly three possible outcomes of an initial assessment: 

1. The report leads to a fact-finding investigation. 
2. It does not require a fact-finding investigation, but it does require another form 

of follow-up. 
3. No follow-up is needed. 

 
If a report does not result in a fact-finding investigation, it does not mean that no action 
will follow. For example, the organisation may review a working procedure. Based on the 
initial assessment, the leadership of the organisation decides exactly what form of follow-
up the report will receive.  
 
It would be wise to tell the reporting person as much as possible what will or will not 
happen with the report and why. This will help give the reporting person a sense of being 
taken seriously.  
If the report involves wrongdoing (actual or suspected) with a public interest and the 
employer has a mandatory reporting scheme, the employer is required to notify the 
reporting person within three months concerning the outcome of the assessment and 
any follow-up (if applicable). This obligation applies even if the initial assessment shows 
that there is no need for follow-up.  
 
The form in which the reporting person receives the required information is at the 
organisation’s discretion. Written communication with an oral explanation is 
nevertheless preferable.  
 

3.2 IF NO ASSESSMENT IS POSSIBLE  
The initial assessment may show that there is still insufficient information — too little to 
reach a well-justified decision on whether there should be an internal fact-finding 
investigation. In such a case, further information is collected. The goal is to use that 

 

5 Additional information about a culture of integrity is available at www.huisvoorklokkenluiders.nl and in the 

brochure entitled ‘Culture of Integrity’ from the Integrity in Practice series, of which this brochure is a part.  

http://www.huisvoorklokkenluiders.nl/
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information to develop a better estimate of both the severity of the report and the scope 
of the issue reported. Collecting additional information could also serve to verify the 
rationale for the report and determine the type of investigation or expertise needed. 
Collecting additional information may also be in order if there are doubts about 
investigability. For example, this could be the case if crucial information for the 
investigation is stored in an archive and part of it has been destroyed and it is not clear 
which part is still intact.  
 
 

Please note 
In collecting additional information, the intention is not to start investigating the 
possible integrity breach. Nor is it proportionate to employ special investigation 
methods. Such methods could include covert observation or investigation through 
GPS and/or IT.  

 
One risk associated with collecting additional information6 is that it could alert the 
person concerned. For example, if the person concerned wanted to hide something, it 
would then be possible to destroy material relevant to any subsequent investigation. 
Another possibility could be that statements could be coordinated with each other. In 
addition, preliminary investigation could lead to unwanted confrontations (e.g., between 
the reporting person and the person concerned). 
If gathering additional information is necessary, therefore, be sure that it is done quickly 
and discreetly. 
 
If, based on all available information, the employer concludes and decides that no fact-
finding investigation is necessary, the reporting person should be notified accordingly. 
This should ideally be done in person. In the process, the reporting person should also be 
offered the opportunity to provide additional information within a certain period that 
might make a fact-finding investigation necessary. See also 5.8.3 in this regard. 
 

3.2.1 NOTIFICATION IF THERE WILL BE NO INVESTIGATION  
If no investigation is required, the employer must consider whether to notify only the 
reporting person or also the person concerned.  
 
Bear in mind that the person concerned, upon hearing that an issue has been reported 
to the employer and in which that person has been reproached, will be surprised or even 
affected by this news. Although the identity of the reporting person must not be 
revealed in the process, the possibility that it will come out at some point anyway cannot 
be ruled out. This could disrupt relationships between the reporting person, the person 
concerned and other colleagues. Such tensions could create barriers that discourage 
prospective reporting persons to report.  
 
If you decide not to notify the person concerned, you should document this decision and 
the reasoning behind it, so that you can later provide well-founded justification if asked 
to do so.  

 

6 This is also known as preliminary investigation, but this term has been avoided in order to prevent confusion. The 

tasks listed could also be performed by non-investigators.  
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3.3 REPORTING PERSON WITH IMPROPER MOTIVES (FALSE 
REPORT) 
During the review or investigation that follows, it may become apparent that the 
reporting person has intentionally made a false report (e.g., pursuit of a personal goal or a 
desire to discredit another person).  
 
A false report can lead to an internal investigation and employment measures against 
the reporting person. Moreover, if libel or slander is involved, the falsely accused 
individual may file charges.  
 
In addition, if it turns out that the reporting person is personally involved in the integrity 
breach, this can have consequences for the reporting person as well.  
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4. START OF A FACT-
FINDING INVESTIGATION 
The first step in a fact-finding investigation is to secure all relevant information. Other 
actions may be necessary as well. Examples could include filing charges or reporting to 
an authority, regulator, or inspectorate. Disciplinary measures are another possibility. In 
addition, it is important to communicate appropriately with all parties affected by the 
report. It is important to consider this in advance.  

4.1 SECURING INFORMATION FOR THE INVESTIGATION 
What is the best way to secure relevant information for a fact-finding investigation? As 
an investigator, you should first determine what information is needed to answer the 
research questions addressed in Section 5. Thereafter, estimate the risk that the required 
information for the internal investigation may not (or no longer) be available at the time 
it is needed. For example, consider the impending destruction of documents or backups 
in relation to the expiration of retention periods. Further, the person concerned may 
have an interest in removing, destroying, or manipulating information. The information 
required should be secured as soon as possible. Start with the information that is at the 
greatest risk of no longer being available.  
 
It is not always possible, however, to secure all the necessary investigative material 
before the internal investigation is opened. To avoid alerting the person concerned, the 
usual discretion with which investigators do their work is sometimes insufficient. In such 
a situation, they could work on the internal investigation covertly, at least until the 
information has been secured.  
 
Both the physical and digital working environments can be searched for the purpose of 
securing information. For example, consider documents and files at the workplace, 
within the organisation, or emails and text messages. If information appears to be 
untraceable or unusable at first glance, view backups of relevant systems, including 
accounting or ERP systems, email servers, files (or file structures) and apps.  
 
For example, you may have to ask a person concerned to surrender company assets:  
– such as a company car, phone, tablet and laptop (including login details). In that case, 
the reporting person will obviously be aware of being the subject of an investigation. Due 
to privacy concerns, it would be wise to consult the Data Protection Officer. 
 
In some cases, the initial assessment of the report may reveal a need to secure 
information. This should be done, even if the information may not be needed until the 
fact-finding investigation (if any). If the preliminary investigation leads to a fact-finding 
investigation, that information will be available for quick reference.  
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Please note 
In some cases, conducting an investigation may require access to or seizure of 
locked desk drawers, personal storage space, a company car, a laptop, or a cell 
phone. This is an invasion of privacy. This also applies to the use of hidden cameras 
to observe a person concerned. Staff should be aware of these possibilities in 
advance. It should be established in policy. The works council has the right of 
consent in this regard.  

 

4.2 DISCIPLINARY MEASURES 
When an integrity breach is suspected, it immediately raises questions concerning 
whether the person concerned can continue to work in the current position or at the 
current workplace. As an employer, it is sometimes wise to take disciplinary measures. 
For example, this could be advisable if the suspected integrity breach continues, if the 
damage is increasing, or if recurrence is likely as long as the person concerned retains 
the current position. It could also be justified if there is a risk that the person concerned 
will disrupt the fact-finding process (e.g., by influencing witnesses or destroying 
evidence). In such situations, it might be possible to transfer people (temporarily) or 
place them on paid leave. Involve a legal HR advisor in the decision on this matter. 
 
A disciplinary measure can sometimes apply to the reporting person as well. This may be 
the case if the reporting person is simultaneously a potential person concerned — if the 
reporting person may have caused the reported integrity breach (at least in part). 
Unwanted interference by the reporting person in the conduct of an investigation may 
also be grounds for a disciplinary measure. 
 
Bear in mind that such a measure is a drastic event for a reporting person and a person 
concerned. Those affected by it often see and experience it not so much as a measure, 
but rather as a sanction. This experience could lead to a breach of trust between the 
person on whom a measure has been imposed and the employer.  
 
The decision for a disciplinary measure must therefore be well-considered and 
explainable, even at a later stage. This applies even if it has been proven that no integrity 
breach has occurred. Carefully weigh the interests of the organisation, the investigation, 
the reporting person and the person (or persons) concerned.  
 
Moreover, exercise restraint in imposing disciplinary measures. Bear in mind that it is not 
always a matter of ‘now or never.’ If a disciplinary measure is not immediately necessary, 
it may still prove wise at a later stage. For example, something may happen or be 
discovered during the fact-finding investigation that warrants a disciplinary measure 
from that point forward.  
 
The decision to impose a disciplinary measure at any given time always depends on the 
facts and circumstances. The same applies to the choice to lift a disciplinary measure or 
replace it with another disciplinary measure. Always be alert to whether it may be time 
for removal or replacement.  
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4.3 COMMUNICATION 
Internal and external communication about a fact-finding investigation (or its initiation) 
requires diligence. As an employer, you should think about this in advance. Assume that, 
at some point, the media will also become aware of the internal investigation.  
 
What should you pay particular attention to when communicating with the most 
relevant parties? In the sections below, we answer this question with regard to your 
communications with the reporting person, the person concerned, parties who are 
otherwise related to the investigation, managers, other employees, and the media.  

4.3.1 WITH THE REPORTING PERSON 
The Whistleblowers Protection Act has an influence on internal investigations into 
wrongdoing (or suspected wrongdoing). The law states that you must inform the 
reporting person within a certain time of the report’s assessment and possible follow-up. 
You will have a maximum of three months for this. This period starts as soon as the 
reporting person receives your confirmation that you have received the report.  
 
If a fact-finding investigation follows the report, it would be wise to provide the reporting 
person with the investigation protocol to be used, and explain it clearly. This will ensure 
that the reporting person knows what may be expected — from cooperating in 
interviews to providing additional information.  
 
After reporting and during the investigation, it is important for the reporting person to 
have regular contact with a designated point of contact from your organisation. In this 
contact, you should also pay sufficient attention to confidentiality, diligence and the 
rights of other individuals. Always be sure that the interest of the investigation and the 
privacy of the person concerned (or others) are not compromised. 

4.3.2 WITH THE PERSON CONCERNED  
It is important for the employer of the person concerned to notify that person about the 
report that has been made and that an internal investigation is underway or about to 
take place. If the person concerned hears about it from another channel, this could lead 
to irritation and resistance and even to the desire not to cooperate with the investigation. 
 
For this reason, the person concerned should be notified as soon as possible that an 
investigation into that person’s behaviour has been initiated — unless it is not yet clear 
who the person concerned is or such notification would be excessively contrary to the 
interest of the investigation. For example, this would be the case if it were necessary to 
observe (or continue observing) the person concerned. In such additional investigations, 
it is important for the person concerned to continue performing in the same manner, 
instead of suddenly changing behaviour because of the report. It is up to the employer to 
consider the extent to which the interest of the investigation outweighs the interest of 
the person concerned. These considerations should be documented, as such information 
may be requested in any legal proceedings.  
 
The person concerned should ideally be notified orally of the investigation and how it will 
proceed. In doing so, provide the person concerned with the investigation protocol to be 
used, along with an explanation. Do mention the nature of the allegation, but do not 
discuss it. Indicate that, during the investigation, the person concerned will be allowed 
space to make a substantive response (rebuttal) to the allegation and the findings of the 
investigation. You should also point out the possibility of putting forward witnesses for an 
interview.  
 
As soon as possible after the conversation, provide the person concerned with written 
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confirmation that an investigation has been initiated. At least the following should be 
shared in this regard: 
 

• a description of the suspicions and the possible role of the person concerned in 
them; 

• that the person concerned and any witnesses may be heard; 
• that the person concerned may be assisted by a counsel (e.g., a lawyer) or an 

internal or external consultant during the interviews; 
• that the person concerned must cooperate with the investigation on grounds of 

good employee relations (this could involve making a complete and truthful 
statement, as well as turning over relevant documents or listing individuals who 
could assist with the collection of facts); 

• that the investigation will take place according to the investigation protocol that 
was provided; 

• that new facts and circumstances may become known that are potentially 
important to the suspected integrity breach — and that the investigation may 
expand to that end; 

• what rights and obligations the person concerned has (e.g., being represented); 
• the contact details of the investigators; 

 
If a disciplinary measure is at issue or anticipated, it will be explained further in a 
separate letter to the person concerned. 
 
It is also important for the person concerned to be kept informed about the 
investigation. Any contact with the organisation’s point of contact must pay sufficient 
attention to confidentiality, due diligence and the rights of other individuals. Always 
ensure that, when communicating with the person concerned, the interest of the 
investigation and the privacy of witnesses (or others) are not compromised. 

4.3.3 WITH WITNESSES 
Witnesses employed by the employer must behave as good employees. This means that 
they must cooperate with the investigation and tell the truth.  
 
An investigation can also be a source of tension for witnesses. They may receive 
questions about immediate colleagues with whom they may even be friends or must 
later continue working together. Witnesses would also like to know what will happen to 
their testimony and who will have access to it. They would like to know how the 
investigation is going. You should therefore provide them with the investigation protocol 
or tell them where they can find it. 
 
As is the case with a reporting person, witnesses may also have caused the wrongdoing 
(at least in part) through their actions or, on the contrary, their negligence. In such cases, 
they are simultaneously witnesses and persons concerned.  

4.3.4 WITH PEOPLE WHO HAVE AN INVESTIGATION DUTY 
Other people are also needed for conducting (or commissioning) a fact-finding 
investigation properly. This could include IT experts for securing digital information, or 
lawyers to provide advice on the use and desirability of detective methods or resources. 
In the investigation protocol, define which functions you will involve by default in the 
internal investigation.  
 
When involving officials, always consider the required confidentiality of the internal 
investigation. To this end, it is important to keep the circle of individuals who are 
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informed as small as possible. In addition, any external experts should be required to sign 
a non-disclosure agreement. 

4.3.5 WITH SUPERVISORS 
It is important to carefully weigh whether to tell supervisors and managers about the 
fact-finding investigation and, if you do, how to tell them and whom you will or will not 
notify. For example, from an investigative perspective, it may be necessary not to inform 
an immediate supervisor (or not yet) or to summarily inform managers that an 
investigation into a signal or report about their department is underway, but not go into 
details. 
 

Tip 
During an internal investigation it may sometimes be necessary not to notify 
supervisors and managers of an investigation, or to notify them only to a limited 
extent. Notify them about this in advance (i.e., before there are any signals, reports, 
or investigations). This could prevent them from feeling irritation if an investigation 
is in progress and you have not fully informed them about it. 

 

4.3.6 WITH OTHER EMPLOYEES AND THE MEDIA (INCLUDING SOCIAL MEDIA) 
No matter how much attention is paid to confidentiality during an investigation, 
employees will notice that something is going on. As soon as possible, therefore, you 
should inform at least some of those employees in general terms about the investigation.  
 
There is also always a chance that reports about the investigation will appear in the 
media (or on social media). Employees may receive questions about this. You should be 
well prepared for this. For example, provide employees who have contact with external 
parties with information they can share with the outside world (e.g., a key message or 
answers to the questions and comments that could be expected). In general, it is wise to 
be as transparent as possible about the situation — albeit obviously while respecting the 
confidentiality of the investigation and the privacy of all parties involved. 
 
Finally, you should develop and practice a crisis communication plan for the 
organisation. It will be helpful in these types of crisis situations.  

4.4 FILING CHARGES AND/OR REPORTING TO AN AUTHORITY 
In some cases, an organisation is required by law to file a report with the police or justice 
system in response to a report.7 This is the case of very serious crimes (including 
malfeasance). If this is the case, the employer must tell the police or judicial authorities 
who is affected by the report: from the person (or persons) involved to the reporting 
person. Only in exceptional cases is it possible to agree with the police or judiciary to 
keep the identity of certain individuals secret. Such anonymity may be necessary for the 
personal safety of those individuals, for example. 
 
Whether there is a duty to report may become clear during the initial assessment of the 
report, as well as during or after the internal investigation (or preliminary investigation). If 
the organisation files a report, the ball will be in the police or judicial authorities’ court: 

 

7 Articles 160 and 162 of the Code of Criminal Procedure concern crimes against life, rape, terrorism, and 

malfeasance, among other crimes. 
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they must then decide whether the report will be followed up with a criminal 
investigation. Regardless of whether they decide to do or not to do this, however, a 
criminal investigation does not replace the internal investigation.  
 
The criminal investigation of the police or judicial authorities may run parallel to the 
internal investigation of the employer. It is important for them to be coordinated so that 
they do not interfere with each other. Such alignment nevertheless does not mean that, 
as an employer, you should simply hand over all information from the internal 
investigation to the police or judicial authorities. In fact, it would be wise not to share 
without question statements made by a reporting person, witness, or person concerned 
during the internal investigation. The information collected as part of the internal 
investigation was obtained under the terms of the investigation protocol. Sharing this 
information with police or judicial authorities, whether solicited or unsolicited, may harm 
a personal interest or right of a person appearing in the internal investigation. Consult a 
lawyer first to determine if there is a legal duty to do so. This will prevent any liability or 
complaint afterwards. 
 
Some situations (particularly severe ones) and industries are subject to a legal obligation 
to report incidents. The Network and Information Systems Security Act has such a duty. 
Upon receipt of a report, verify whether such an obligation to report is involved.   
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5. CONDUCTING THE FACT-
FINDING INVESTIGATION 
An internal fact-finding investigation starts with a written order from the employer to the 
investigators. At its core, this investigation assignment consists of providing clarity about 
a situation, event, or issue. The employer then formulates the assignment as specifically 
as possible for the investigators, so that they can create a plan of action with specific 
research questions. If the employer agrees, the investigation will begin. 
 
The investigators will gather information (facts) during the investigation. To this end, 
they will request documents and interview the reporting person, witness (or witnesses), 
experts and the person concerned. If it is necessary and proportionate, they will observe 
the environments, situations and people about which the report is concerned, or they 
may apply other investigation methods. It is important for them to be able to conduct 
their investigation independently and without interference.  
 
The investigators document their findings in a report. A good investigation report 
objectively articulates the reconstruction of the facts. Such reports should not contain 
interpretations, unsubstantiated atmospheric impressions, opinions, or views. This is 
essential to the acceptance of the report, and it could prevent subsequent challenges to 
the report.  
 
The investigation report should enable the client to draw conclusions and, if necessary, 
take appropriate action.  

5.1 INVESTIGATION ASSIGNMENT 
The internal investigation thus begins with an investigation assignment to the 
investigators. This assignment comes from the employer (formally, ‘the commissioning 
organisation’).  
 
The investigation assignment guides and limits the scope of the investigation.  
This guiding and limiting part of the process is particularly likely to invoke 
disappointment and criticism, especially on the part of the reporting person. It may even 
lead the reporting person to make an external report as well.  
If the investigation allows, it would therefore be wise for the employer to also submit the 
research questions or sub-questions — which have been coordinated with the 
investigators — to the reporting person with the request to respond to them. Based on 
the response of the reporting person, it is up to the employer whether the research 
question or sub-questions will or will not be modified. In such a situation, it is important 
to document the considerations for not adopting a request for adjustment. 
  
The investigators approached by the employer to perform the assignment first submit a 
plan of action that specifies further details on the execution of the assignment.  
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The investigation assignment that is finalised and signed must have at least the 
following components: 

• The reason for and purpose of the investigation  
• The research questions (including the sub-questions) 
• The investigation protocol to be followed 
• The available investigation methods and the conditions for employing them 
• The investigative capacity and expertise required 
• An estimate of the duration and cost of the investigation 
• The agreements concerning that duration and cost 
• The agreements on how and when the client will be informed in case of 

deviations (e.g., exceeding the estimated duration and costs) 
• The conditions for completing the assignment (commitment to results)  

 
If there are any new or unexpected findings, it is always possible to adjust an 
investigation assignment. It is important, however, to adjust the investigation 
assignment (or the questions therein) only when strictly necessary. Otherwise, there may 
be a perception that, as the client, you are trying to bend the investigation to your will.  
If an adjustment is indeed necessary, adjust the investigation assignment and document 
the arguments for doing so. This will enable you to justify yourself adequately later (e.g., 
in case of legal proceedings). 
 
If an investigation assignment changes, it is also important to determine whether 
previous conditions and agreements are still satisfactory. Do not forget to communicate 
(if appropriate) about the adjustments with those affected by the investigation (e.g., the 
reporting person and the person concerned).  
 
 

Tip 
During an investigation, the perception may arise that an event or behaviour fits 
into a series of events or pattern. It might even seem as if there is a culture. Do not 
add this to the ongoing investigation, but investigate this separately on the basis 
of a new investigation assignment. 

 

5.2 CHOICE OF THE FACT-FINDING INVESTIGATORS 
A fact-finding investigation is in the hands of fact-finding investigators, who should be 
able to execute it as independently as possible. This means that they themselves and 
without interference determine which facts can and cannot be established.  
 
Fact-finding investigators can be employed by your own organisation (internal 
investigators), but they can also be hired (external investigators). Even if an employer has 
internal investigators, sometimes it may be wise to use external investigators. The 
following questions are important in making this choice: 

• What knowledge and expertise are needed to investigate the report? 
• How can the independence of the investigation best be guaranteed?  

 

5.2.1 INTERNAL INVESTIGATORS  
An internal fact-finding investigator knows the organisation and the industry from the 
inside out. The employment of fact-finding investigators exclusively for conducting 
internal investigations is often financially feasible only for larger organisations.  



 

 

Internal Investigation  

26 

 
Other organisations often choose to assign the task of investigation to an employee who 
normally has a different role. Examples could include employees from the Compliance, 
Legal, Security, or Internal Auditing departments. 
 
This is associated with risks. An employee whose regular duties might be tangentially 
related to those of a professional investigator is not necessarily qualified to conduct the 
internal investigation.  
 
There is a risk that the internal investigator role will clash with the regular position. For 
example, consider a situation in which, as an investigator, the employee encounters 
issues that must be addressed or supervised in the regular position.  
 
Another risk is that the employee might not possess all the skills and expertise required 
to conduct a good internal investigation. These are obtained and retained primarily 
through training — and by regularly putting them into practice.  
 
If you nevertheless assign an investigative role to an employee, be sure to allow sufficient 
distance between this internal investigator and the suspected integrity breach. For 
example, under no circumstances may the reporting person’s immediate supervisor or 
the person concerned conduct the fact-finding investigation. But also HR employees 
who become involved with the imposition of disciplinary or employment measures 
should not fulfil an investigative role. 
 

5.2.2 EXTERNAL INVESTIGATORS 
In many cases, organisations do not have sufficient knowledge, experience, expertise, or 
capacity to have their own employees conduct internal investigations. This could be a 
reason to hire external investigators for such investigations. Another possible reason is 
perception: when external investigators conduct the investigation, it often comes across 
as more objective and independent. 
 
Even when outsourcing to external parties, the organisation remains responsible for the 
internal investigation. This responsibility does not include interfering with that 
investigation. It means only that the organisation must ensure that the investigation 
process goes well. To this end, it is important to select and contract one or more 
knowledgeable and professional parties in advance. Such preparatory work allows the 
organisation to quickly call in the appropriate investigators on demand, thus preventing 
the loss of precious time. 
 
The following questions are relevant when selecting appropriate external investigators 
(in most cases, investigative firms): 
 

• Do they have the required licenses? (See more on licensing later in this section.) 
• Which investigative framework will they follow: the organisation’s own 

investigative protocol (if it has one) or something else?  
• How will they enable the commissioning organisation to remain in control of the 

non-substantive, process-related matters of the investigation? How will they 
involve the organisation in process considerations? 

• How and when will they test and justify the need to employ certain investigation 
methods?  

• What achievement or circumstance will mark the end of the assignment? 
• After the investigation, will they give the organisation ownership of the entire 

investigation file, including all used and unused investigation material? 
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• Do they have sufficient understanding of similar organisations (e.g., through their 
experience with them)? For example, are they aware of industry jargon and 
terminology?  

• Do they have experience with comparable investigations? 
• Do other parties judge them positively? 

 
 

Tip 
In the investigation protocol, indicate who will have the authority to engage 
external investigators and who will serve as the point of contact. This will prevent 
the need for potentially time-consuming discussion at the time such investigators 
need to be engaged.  

 
 

Please note 
When outsourcing, bear in mind that, as the employer, you determine which 
investigation protocol the investigators will follow. Be sure to provide them with a 
clearly worded and defined investigation assignment, and ensure that they adhere 
to it.  

 
Permit requirement for external investigators  
Offering and conducting person-centred investigations on a commercial basis is subject 
to legal8 conditions. For example, a licensing requirement applies to the systematic 
(commercial) collection and processing of information as part of an investigation into the 
integrity or behaviour of an individual. Permits for such detective work are issued by the 
Ministry of Justice & Security, and they are granted only if the legal conditions have been 
met.  
 
For example, fact-finding investigators must have been screened and meet proficiency 
requirements. Other requirements concern securing the privacy9 of persons concerned, 
as well as the actual investigation. Investigation (and other) committees may also be 
subject to licensing requirements if they work with committee members who are not 
employed by the organisation they work for.  
 
When outsourcing, therefore, it is important to consult the list of licensees in advance. 
This list is available on the Justis website.10 Do not forget this. Otherwise, it could have the 
effect of calling the results of the investigators into question. The court could then 
reverse a measure that has been taken (e.g., dismissal) and even award damages on 
behalf of the employer to the person concerned.  
 
Lawyers 
It is better for lawyers not to perform internal investigations. There are several reasons for 
this. First, lawyers (including in-house counsel) are bound by their professional code to 
represent the interests of the client. Second, they focus on the search for evidence. These 

 

8 The rules are contained in the Private Security Organisations and Investigation Agencies Act (Wpbr), the Private 

Security Organisations and Investigation Agencies Regulations (Rpbr), and the Private Security Organisations 

and Investigation Agencies Policy Rules (Bpbr). 
9 Dutch Security Industry (NVB) privacy code of conduct for private detective agencies 
10 See the Justis website (in Dutch only): https://www.justis.nl/producten/particuliere-beveiliging-en-recherche.  

https://www.justis.nl/producten/particuliere-beveiliging-en-recherche


 

 

Internal Investigation  

28 

two principles stand in the way of objective and independent investigation. This is 
because a fact-finding investigator must be unbiased. In addition, an internal 
investigation focuses on finding the truth, and not on proving a suspicion.  
 
For an organisation, it would make sense to involve a lawyer during the internal 
investigation to oversee the proper conduct of the investigation process. This lawyer 
could also advise on possible disciplinary and employment measures during and after 
the investigation. 
 
Accountants 
Conducting internal investigations into suspected integrity breaches is specialised work, 
and it requires the right knowledge and skills. Like lawyers, accountants are not trained 
as internal investigators. In practice, accountants are indeed called in for investigative 
tasks. The reason is understandable. 
 
The work of accountants is such that, in the course of their regular duties, they may 
encounter suspected integrity breaches. Obtaining clarity sometimes requires follow-up 
investigation. Because the standard protocols of the Royal Netherlands Institute of 
Chartered Accountants (NBA) do not provide for this, the NBA has developed a guide for 
person-centred investigation. Nevertheless, it is not always wise to have accountants 
conduct such investigations. 
 
An investigation into a suspected integrity breach may also reveal that signals were 
missed during audits in the previous period. In that situation, it would be wiser to have 
the investigation conducted by an uninvolved party. This also applies to long-standing 
relationships (including relationships of dependency) between clients and accountants. 
From the start, such relationships can place a strain on the principles of independence 
and objectivity of an investigation.  
 
In the situation where an organisation has its own investigation protocol, if an 
investigation is outsourced, it is not desirable for the investigating party to follow its own 
investigation protocol (e.g., that of the NBA). Employees of the commissioning 
organisation must be confident that the rights and obligations of all parties involved in 
an investigation will always be guaranteed in the same way. Avoid being dependent on 
the party to whom the investigation assignment is awarded.  
 
To this end, when awarding an investigation assignment, the commissioning 
organisation should explicitly agree with the accountant to follow the client’s 
investigation protocol. The client may obviously also add the auditor to its own internal 
investigation team as an expert. In that case, the commissioning organisation can assure 
itself of the appropriate expertise, while also being bound by the client’s investigation 
protocol. 
 
 
 

Please note 
Your relationship as a commissioning organisation with external investigators 
should be documented in an agreement. In addition, you should ensure that they 
sign a processor agreement that complies with the General Data Protection 
Regulation (GDPR), as they will also be processing personal data.  
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5.3 KEY ELEMENTS OF A FACT-FINDING INVESTIGATION 
An investigation should be conducted professionally from start to finish. The following 
elements (some of which have already been mentioned) are important in ensuring this: 
 

1. The organisation is set up and prepared for an internal investigation  
If internal officers are going to conduct or assume another role in an 
investigation, they should be prepared for their task through education or 
training. When outsourcing, the party to whom the assignment has been 
awarded must comply with legal requirements. Create a list of or enter into a 
master agreement with parties who can perform immediate on-call 
investigations as needed. Further, employers should have properly established 
and publicised the reporting and investigation procedure within their 
organisations. In addition, to protect the privacy of individuals appearing in the 
investigation, the manner in which the investigators and the commissioning 
organisation will handle the processing of the information collected should be 
defined in advance.  
 

2. The investigation begins with a clear and defined mission  
The assignment guides and limits the scope of the investigation. You should 
therefore give careful consideration to the formulation as well. Avoid subsequent 
adjustments to the investigation assignment. If necessary, involve the reporting 
person (see 5.1). The investigation assignment should obviously not come from 
the individual concerned, nor should it come from employees who report directly 
to that person.  
 

3. State the framework of standards that will be used for assessment 
An integrity breach involves the transgression of standards. These standards 
could be vested in laws or regulations, agreements within an industry, or a 
proprietary code of conduct. Be clear about the framework of standards against 
which the integrity breach will be checked. During the investigation, it is also 
important to capture the context within which the suspected integrity breach 
occurred. To this end, you should determine whether the person concerned has 
or could have taken note of this framework of standards (whether internal or 
external).  
 

4. The investigators must have no personal interest in the outcome  
In addition, fact-finding investigators should ideally not know the person 
concerned and, if they do, they should be at a sufficient distance — including in 
images presented to the outside world. They should operate independently and 
with an open mind. Ideally, at least two investigators should be involved in an 
internal investigation, thus allowing for the application of the four-eyes principle. 
This enhances reliability. 
 

5. Only information that has been gathered in an objective and verifiable 
manner and that is supported by reliable sources can count as facts  
It is up to the fact-finding investigators to properly extract facts from the 
collected material. A diligent investigation will highlight the relevant 
circumstances under which the suspected integrity breach occurred — even if 
those circumstances open the organisation to criticism. Such diligence requires 
investigators to scrutinise both incriminating and exculpatory information. The 
analysis in the investigation report provides only the facts. Opinions, views and 
interpretations do not belong in it. 
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6. Be critical of investigative material 
Fact-finding investigators should critically evaluate and assign appropriate value 
to the material collected. For example, they should not blindly rely on the 
accuracy of work experience surveys or other surveys. They would also do well to 
verify the accountability of such studies to determine how reliable the outcomes 
are. 
 

7. Investigations should be conducted uniformly and consistently  
The identity and position held by a reporting person, a person concerned, or a 
witness is irrelevant to the execution of the investigation. The investigation 
should always be executed in the same way — indiscriminately — and according 
to the same protocol. You can express this principle in the investigation 
assignment by limiting your research question to the case, without including the 
names of the persons concerned.  
 

8. Fact-finding investigations should be proportional and subsidiary  
The depth and breadth of the investigation should match the nature and 
severity of the suspected integrity breach (‘proportionality’). Moreover, 
investigators should always use the lightest possible means of investigation with 
which they can achieve the intended objective (‘subsidiarity’).  
 

9. Right of rebuttal  
During the investigation, facts are collected to answer the research question and 
any sub-questions. They also address the role of the person concerned. One 
essential condition for an investigation is that the person concerned should have 
an opportunity to respond to the facts surrounding that person’s alleged role in 
the report. Additional information on this point is provided in 5.5.  

5.4 AVAILABLE INVESTIGATION METHODS 
The choice of investigation methods should be guided by the principles of 
proportionality and subsidiarity. More specifically, this means that an investigation 
method should not be more onerous or invasive than absolutely necessary. For example, 
it is important not to interview more witnesses than necessary. If covert observation is 
necessary, its duration should also be limited as much as possible. In addition, the 
application of investigation methods and the use of sources is bound by rules (including 
rules of privacy).  
 
All available methods should be listed in the investigation protocol, indicating the 
circumstances under which their use is permitted. The following sections elaborate on 
several investigation methods.  
 

Please note 
The investigation report or fact report must indicate the legitimate interest of each 
method used. This ensures proportionality and subsidiarity. 

 

5.4.1 OPEN-SOURCE INVESTIGATION 
The least burdensome investigation method is open-source investigation. It is carried out 
at a desk. Examples could include checking public data, which can be obtained (either 
free or for a fee) from various public entities (e.g., the Land Registry or Chamber of 
Commerce). You could also consider viewing certain entries, statements, or invoices in 
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the accounting system, in addition to checking the social media activities of a person 
concerned. The latter is subject to privacy rules, however, and it can be done only if it is 
relevant and necessary for the investigation. 

5.4.2 DOCUMENT REVIEW 
Requesting and collecting information inside and outside the organisation — ‘document 
review’ — is an established investigation method for internal investigations. The 
information collected is part of the investigation file.  

5.4.3 INTERVIEWS 
One commonly used method consists of interviewing the person (or persons) concerned, 
any witnesses and experts. The investigator determines who is to be interviewed. The 
reporting person, the person (or persons) concerned and the employer may present 
witnesses. If the investigator decides not to invite such a witness for an interview, the 
reason should be documented. This makes it possible to provide well-founded 
justification later, if asked to do so.  
 
Interviews are intended to elicit information. Memories can be distorted by personal 
opinions, interpretations, time lapse and other factors. Investigators should therefore be 
critical of the reliability of information emerging from an interview. Information acquires 
the status of a fact only if it is objectively observable, verifiable and unquestionable. 
 
If the fact-finding investigators determine that several individuals from a team are to be 
interviewed, it is important to avoid mutual interference as much as possible. For 
example, this could be done by interviewing these individuals separately at the same 
time. Furthermore, it is out of the question to use deception to elicit information or 
statements from an interviewee. Interviewees should provide information of their own 
free will — without pressure or coercion.  
 
Tips for interviews 
Although interviewing may seem easy, it requires skills and training. For example, it is 
important to prepare properly for the interview (e.g., by drafting an interview plan in 
advance). The following tips could be helpful to investigators who are (or will be) 
conducting and elaborating an interview: 
Preparation 

• Consider in advance who you will be interviewing and in what order.  
• Practicalities should be considered in advance as well. For example, provide a 

suitable and safe (external) interview location. The interview should thus not be 
held within view of other staff or in a person’s home. 

• Invite your interview candidates to their interview in a proper, discreet manner.  
• Give them advance information about the expected duration and course of the 

interview. In the process, you should also tell them about the possible use of 
recording equipment and their right to be assisted by a lawyer or other advocate. 
 

Interviewing 
• You should ideally always work with two interviewers (investigators). This 

enhances the quality of the interview and helps avoid discussions about the 
report afterwards. This is especially true for interviews without audio recording.  

• Lawyers and other advocates are always welcome to join the interview. The same 
applies to confidential advisors. However, guarantee confidentiality and be 
discreet. Moreover, the actual conversation should be conducted with the 
interviewee, and not with the advocate. 
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• Make sure that there are no more people present at the interview than necessary 
— but also no fewer.  
 

Reporting 
• Before the interview, consider the method of written reporting. You can choose 

between direct reporting and retrospective reporting. This choice should be 
documented in the investigation protocol. It promotes the uniformity of an 
investigation. 

 
If direct reporting is chosen, the report should be reviewed with the interviewee 
immediately following the interview. Have the interviewee sign the statement, 
indicating the date and location. This signature represents confirmation that the 
interviewee’s statement is accurately reflected. This should also be evident from the 
explanatory text accompanying the signature.  
 
In case of disagreement about what was said, ask the interviewee to sign an 
acknowledgement of having seen the document. Adjust the accompanying 
explanatory text, and provide a copy of the interview report. If retrospective reporting 
has been chosen, use audio or video recording equipment during the interview from 
the beginning. In addition, make sure the interviewee knows in advance that you will 
be recording the conversation, and state the reason for doing so. Moreover, let those 
present know what will happen to the recording.11 For example, will you destroy it 
after having submitted the report for reading and the interviewee has signed, or will 
you do this after the expiration of a set period (e.g., for complaints)? Whatever you 
decide to do with it, this should be documented in the investigation protocol. Once 
the recording has been destroyed, notify the interviewee of this in writing. 
Remember that the individuals who accompanied the interviewee should also be 
notified of the destruction. In retrospective reporting, comments or remarks may 
require you to modify the report. You should nevertheless do this only if those 
comments expose obvious mistakes. In all other cases, it is better to add comments 
as an appendix to the report. The report and that appendix form a whole, and they 
should not be separated. Interviewees cannot retract a statement made. 

 
What to look out for while interviewing: 

• As an interviewer, you should be aware that interviews can be stressful events for 
the interviewees and require considerable effort from them. It is important to 
start by making them feel at ease.  

• At the beginning of the interview, talk about the interviewee’s legal (or other) 
position, role, expected cooperation and accuracy of information.  

• State the reason for and purpose of the interview.  
• Be clear about who can know about the report, and do not make commitments 

that will not hold up in subsequent legal proceedings (e.g., that the person 
concerned will not know the identity of witnesses). 

• Ask open-ended questions. If necessary, make them more focused, in order to 
gain additional clarity on details.  

• Do not allow an interviewee to provide important information under the 
condition that this information will not be included in the interview report (‘off-
the-record’ information). 

• Interrupt long interviews for a short break. As the interviewer, this gives you a 
chance to determine how the interview is going: is it going well, or does the 

 

11 Provide a copy of the audio recording to the individual if requested. This copy is for personal use and may not be 

revealed without the consent of the other participants. 
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focus need to be shifted? It also allows the interviewee time to breathe and 
reflect on whether the information provided thus far is correct and complete.  

• Leave time at the end of the interview for the interviewee to ask questions and 
provide feedback on the interview.  
 

Please note 
Although statements, rebuttal, interrogation, interviews and similar terms all refer 
to ways of obtaining information, they can differ in terms of preparation, form, 
course and intensity. Interviews for the purpose of an internal investigation take 
place within an employer/employee relationship. Interviews are characterised by 
respect, openness and transparency. 

5.4.4 INVESTIGATION OF THE PHYSICAL WORKING ENVIRONMENT 
If there is a reasonable suspicion that the physical working environment contains 
information that could be important to the internal investigation, it would be advisable 
to search that working environment. Consider investigating duty rooms, closets, filing 
cabinets, desks, lockers and company vehicles.  
 
Such an investigation of the physical working environment may constitute an invasion of 
privacy for the person concerned. Find out in advance what the organisation has 
documented in this regard and what conditions a physical working environment 
investigation must meet. Include in the investigation protocol what constitutes the 
diligent execution of an investigation of the physical working environment.  
 
In this regard, also determine whether the person concerned may/should be present 
during the search. In any case, such a search should be conducted discreetly. For 
example, searching a desk need not be done during working hours, with colleagues 
present.  
  
As an investigator, you will record the findings of the investigation of the physical 
workplace in writing.  

5.4.5 INVESTIGATION OF THE DIGITAL WORKING ENVIRONMENT 
Investigation of the use of the digital working environment includes the use of email, 
internet communications and telephones. If this investigation method is applied, it is 
important to create an image (exact digital copy) of the employee’s account as soon as 
possible, as a basis for the investigation. In this regard, it is important for it to be clear in 
advance who within the organisation make decisions about this.  

5.4.6 OBSERVATION AND CAMERA USAGE 
Two forms of observation are possible: static and dynamic.  
 
Static observation consists of viewing behaviour through a camera (possibly hidden) in a 
fixed location within the working environment. For example, an investigator could place 
a camera at a cash register to record an employee stealing money from it. Existing 
security cameras (and recordings from them) could be used as well. Bear in mind that 
viewing the images and recording the findings is time-consuming and can involve 
significant costs. 
 
Dynamic observation is the physical tracking of the person (or persons) concerned. 
Photographs or film recordings may be made in this process. Dynamic observation is a 
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powerful tool, especially if it takes place outside working hours. The severity of the 
suspected integrity breach must justify the importance of this remedy (see also 5.7). 

 

Tip 
Include in the investigation protocol the conditions under which static or dynamic 
observation may be used. The conditions for this are included in various guidelines, 
including the Dutch Security Industry (NVB) privacy code of conduct for private 
detective agencies.12  

5.5 FAIR HEARING 
The purpose of a fact-finding investigation is to bring all relevant facts and 
circumstances into focus. It is therefore important to hear both sides of the argument. 
 
For an investigator, hearing involves listening carefully to the reporting person. The 
hearing phase begins with the report, and it is often followed by an additional interview 
in which the reporting person explains the report further.  
 
Rebuttal entails allowing the person or persons concerned to tell their side of the story. 
The rebuttal phase begins after the collection of the factual material and consists of 
interviewing the person concerned. This interview allows the person concerned to 
respond to the findings and any allegations. In some cases, due to the interest of the 
investigation, the person concerned might not yet have been notified13 about the 
internal investigation and that person’s alleged role in it. The person concerned should 
be given the opportunity to prepare for the rebuttal interview. Ensure that the person 
concerned has been notified in a timely manner (in writing, possibly with an oral 
explanation) of the nature of the report and the research question.  
 
If persons concerned are prevented from properly exercising their right to a hearing (e.g., 
because they are not allowed to see part of the investigation report), you could 
reconsider whether they are truly not allowed to see it. This could be sensitive if trade 
secrets or interview records of witnesses are involved. At the same time, however, 
allowing persons concerned to review in advance relevant information from the report 
that they need for rebuttal does enhance the diligence of the investigation. Moreover, it 
does justice to the principles of procedural equality and propriety. 
 
During and after the investigation, the interview reports, excerpts from them, or other 
parts of the draft (or final) report may be considered for the purpose of a fair hearing. To 
protect the parties involved in an investigation (e.g., reporting persons or witnesses), it 
would be wise to anonymise the documents being shared. 
 
Inspection of information from the investigation takes place by invitation at an agreed-
upon location (e.g., in the office), and ideally under the supervision of an investigator. 
Lawyers and other advocates of a person concerned or witness are welcome to be 
present at such sessions. It is not permitted to make photocopies or use other forms of 
reproduction during the inspection, unless the employer determines otherwise. Under 
some circumstances, inspection may not be reasonably possible, but desirable. For  

 

12 See also rules for camera surveillance of the Dutch Data Protection Authority. 
13 See also 4.1 on securing information for the investigation 

https://www.autoriteitpersoonsgegevens.nl/en
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example, this could be the case if someone is residing abroad. In that case, the provision 
of information from the investigation may be at issue. It would be wise to have the 
recipient sign a confidentiality agreement prior to sending the information. 
 
If the investigation has been completed, the organisation is not required to provide the 
reporting person or the person concerned with access to the full investigation report or 
underlying investigation file. Such inspection may violate the privacy of other parties 
(e.g., witnesses).  
 
At the same time, it is important to give the reporting person confidence that the report 
has been investigated seriously. This is the main consideration for the reporting person 
when deciding whether to report to an external body. For the person concerned, the 
main consideration is whether to seek legal defence against the relevant employment 
measures. 
A good summary or an anonymised version of the report could be a solution in this 
regard. This ensures that the reporting person and the person concerned have the 
required information, while the privacy of other parties remains protected. If necessary, 
explain in a personal interview why the reporting person or the person concerned is 
receiving a summarised or anonymised version. 
  

5.6 INVESTIGATIVE MATERIAL 
During an investigation, various parties provide solicited and unsolicited material — from 
the reporting person and the person concerned to witnesses and the employer. This may 
include documents, messaging or audio and video recordings (possibly covert). Fact-
finding investigators should never settle for an isolated message or image if it is part of a 
recording or series; they should always assess such materials in context.  
 
The use of covertly recorded material is not prohibited, not even in any subsequent 
employment proceedings. In contrast to criminal law, labour law is less strict about the 
origin of information.  
 
It is advisable to address the provision (solicited and unsolicited) of materials in the 
investigation protocol. This can help keep such disclosures manageable by preventing 
the need for disproportionate time and expense for processing and analysing material. 
Overloading the investigators with material can disrupt the investigation. In some cases, 
this can be an explicit aim of information providers.  

5.7 PRIVACY 
The investigation methods discussed above constitute an invasion of employee privacy. 
For this reason, the Dutch Data Protection Authority imposes conditions on the use of 
investigation methods. Organisations must at least ensure that the invasion of privacy is 
as small as possible, and they must have a legitimate interest for the application of any 
investigation method used. In addition, the use of investigation methods is permitted 
only if employees are aware that the employer may use these methods during an 
internal investigation (e.g., because this possibility is mentioned in a general internal 
directive or a protocol). 
 
Camera surveillance is subject to several additional conditions. First, audio recordings 
should never be made in conjunction with images. For ‘regular’ security cameras, 
employers must first conduct a privacy test. In this test, the employer weighs the 
interests and rights of employees and visitors against the organisation’s own interest.  
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Prior to the installation of the cameras, the employer must obtain the consent of the 
works council for this purpose. In addition, employees and visitors must be aware that 
recordings are being made (‘notification requirement’). 
 
In some cases, employers must conduct a Data Protection Impact Assessment (DPIA) 
before applying certain controls. This applies to large-scale or systematic camera 
surveillance to detect potential integrity breaches. It also applies to the use (either 
occasional or structural) of a hidden camera (‘covert camera surveillance’). 
 
The employer may not retain camera footage any longer than necessary. The Dutch Data 
Protection Authority specifies a guideline of no more than four weeks. This Authority 
does allow footage of an incident (relevant to fact-finding investigations into an alleged 
integrity breach) to be retained until the incident is resolved. 
 

Tip 
When applying investigation methods, involve the Privacy Officer or the Data 
Protection Officer, if necessary, or consult the website of the Dutch Data 
Protection Authority for additional information. 

 
The Works Councils Act (Section 27) gives the works council the right of consent when 
introducing control policies for the behaviour and presence of individuals working in an 
organisation. The same right also applies to the processing and protection of personal 
data. It is therefore important to ensure that the works council agrees to the 
investigation protocol.  
 
Another privacy-related issue concerns the inclusion in official documents (e.g., interview 
reports and the draft or final version of the report) of the private addresses of individuals 
named in the investigation. Avoid this as much as possible. If it is necessary to include a 
home address, it is almost always sufficient to replace the private address with the term 
‘domicile,’ followed by the work address. This is sufficient in almost all cases, including for 
the purposes of police/justice officials.  
 

5.8 OTHER POINTS REQUIRING ATTENTION DURING THE 
INVESTIGATION 
 

5.8.1 DURATION  
Prompt, careful completion promotes confidence in the reporting process. This 
demonstrates to employees, including the reporting person, that the organisation takes 
reports seriously and acts appropriately by following up on them.  
 
Another reason for expeditious processing is that it eliminates uncertainty for the person 
concerned concerning the outcome and possible consequences. Failure to do so may 
affect the well-being and functioning of the person concerned. 
 
There are no key figures that can be used to make an advance estimate of the duration 
of an investigation. The duration is influenced by the nature of the investigation, its 
complexity, the available investigative capacity, and access to any witnesses and 
information.  
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5.8.2 MAINTAINING A LOG 
The accurate documentation of all events, decisions and actions following a report is 
important. This also applies to all follow-up steps. While some of this documented 
information will ultimately appear in the investigation report, a large portion of it will not. 
The substantial importance of good documentation becomes especially clear when the 
organisation is required to answer questions (e.g., from an inspectorate, regulator, 
investigative committee, or the media), or when it becomes involved in legal 
proceedings. In such cases, the organisation can draw on documented information. 
 
Recording in a central log is most convenient, but this is not always feasible or desirable 
in practice. For example, a central log may not be possible if the internal investigation is 
performed by an external party and that party does not have access to the secure, 
private digital environment of the client.  
 

Tip 
Start maintaining a log of all events as soon as a report has been received. Do not 
neglect this, even if it is busy. 

 

5.8.3 ASSISTANCE FROM REPORTING PERSONS  
Reporting persons can be highly committed and passionate about what they have 
reported. They might thus want to go beyond simply reporting an integrity breach (or 
their suspicion thereof); they might also want to investigate it themselves — but a 
reporting person is not an investigator. It is therefore important to guard against 
reporting persons investigating (or co-investigating) their own reports, and this should 
definitely not be encouraged. If such behaviour is encouraged, reporting persons may 
develop false expectations about their role in and influence on the investigation. 
Moreover, investigation by a reporting person may unintentionally disrupt the 
investigation and have a negative effect on the follow-up.  

5.8.4 RESISTANCE 
Employees must cooperate with the employer’s internal investigation whenever it can 
and should be reasonably required of them. Intentional refusal or the deliberate 
provision of false information may result in employment measures. Unlike in criminal 
proceedings, employees do not have the right to remain silent.  
 
It is always important to inquire about the underlying reason when employees do not 
provide the requested cooperation. Is their resistance due to lack of confidence, or does it 
result from failure to follow procedures (or to follow them properly)? In such cases, it may 
still be possible to eliminate the resistance — for example, by taking remedial (or other) 
action, providing confidentiality and protection, conducting additional investigation, 
holding an interview, or nevertheless applying correct or supplementary fair-hearing 
procedures. 
 

5.8.5 IF THE PERSON CONCERNED RESIGNS 
Suppose the person concerned resigns during the investigation. Does this mean the end 
of the internal investigation? This is not a foregone conclusion, and may in fact provide 
cause for continuing the investigation. This will depend on the nature of the report being 
investigated and the facts that have been ascertained at that time. For example, there 
might be multiple persons concerned or evidence of serious deficiencies in systems and 
processes.  
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A person concerned who resigns is almost always subject to a period of notice. Within 
this period, the person concerned is obliged to cooperate in the investigation.  
 
Although an investigation costs money, it also provides an opportunity to bring a risk 
into focus and protect the organisation from recurrence or additional harm. A completed 
investigation brings the role of the person concerned into focus. In some cases, it may 
also be followed by filing a report with the police.  
 
The conclusion of an internal investigation can play an important role in preventing 
recurrence (signal effect).  
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6. COMPLETION AND 
CONCLUSION OF THE 
INVESTIGATION 
After the investigation has been completed and the investigation report has been 
submitted, several additional steps may follow, if necessary. Examples include retaining 
the investigation report, taking measures, and notifying the person (or persons) 
concerned, reporting person (or persons) and other relevant parties.  

6.1 THE INVESTIGATION REPORT 
The fact-finding investigators submit an investigation report. This report contains the 
information the organisation needs to form an opinion on the integrity breach that has 
been investigated. The report should equip them to consider all relevant facts and 
circumstances — both incriminating and exculpatory.  
 
An investigation report should include at least the following: 

• the investigation assignment (and any subsequent adjustments or extensions); 
• the framework used for assessment; 
• descriptions of and justification for the investigation methods used; 
• the fact report (the representation of all relevant facts and circumstances); 
• underlying documents (e.g., interview reports and documents); 
• findings, analysis and conclusion based on the investigation. 

 
After the investigators have submitted the report containing the results of the fact-
finding investigation, it is up to the organisation to pass judgment on it. The legal advisor 
and the HR advisor can advise the organisation on the judgment, as well as on possible 
measures to be taken. The i-coordinator can also be involved in this advisory process. It is 
important to prevent the investigators from being directly involved in providing advice 
concerning employment (or other) measures.  
 
In the investigation report, the established facts and findings are analysed by the 
investigators and summarised in the conclusion. The conclusion should be supported by 
the established facts and fit within the assessment framework. The organisation should 
also include time, place and context in its judgment.  
 
If an integrity breach is shown to have occurred, the employer will be required to do the 
following: 

• end the violation, if it is ongoing; 
• determine whether to impose measures on any responsible parties; 
• report any criminal offenses to the justice system (see also 4.4); 
• be responsible and learn from the events, and take measures to prevent 

recurrence. If the event nevertheless does recur, the employer would do well to 
contain any negative effects in advance as far as possible.  
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6.2 RETENTION OF THE INVESTIGATION REPORT 
The confidentiality of the report and the identity of both the reporting person and other 
relevant parties must be preserved even after the investigation has been completed. The 
investigation report and underlying documents are therefore placed in a separate 
confidential file. Do not keep the investigation report or copies of it in the personnel file 
of the reporting person, the person concerned, or any witnesses. Take appropriate 
measures to ensure confidentiality. 
 
Any employment measures will be entered into in the personnel file of the person 
concerned, however. This is important in case of repeat violation (‘recidivism’), as well as 
in assessments or performance reviews.  
 
The investigation protocol should define retention periods for the investigation report 
and underlying documents. It is important to adhere to these deadlines. In general, 
organisations adopt retention periods of 5–10 years. For potential criminal offenses, you 
should also observe the statutes of limitations provided in criminal law. 
 
Internal investigation reports are not intended for public disclosure. For government 
organisations, investigation reports fall within the scope of the Open Government Act. 
Pursuant to Section 10 of this law, a decision may be made not to disclose these files, or 
to disclose them only in part.  
 
If disclosure is necessary, make sure that any personal data have been anonymised and 
the identity of the parties involved cannot be traced from the context. This is important 
for reporting persons, as well as for any other parties involved. 

6.3 EMPLOYMENT MEASURES 
Based on the investigation report, the employer may decide that employment measures 
are necessary. The nature of the measures depends on several considerations. These 
considerations are related to the extent of culpability and the circumstances under 
which the event under investigation occurred. It is also important to consider the 
existence of any mitigating or aggravating circumstances. 
 
Between warning and dismissal, there is a wide range of possibilities, including 
demotion, transfer, repayment of bonuses paid out, and either temporary or permanent 
restriction of career opportunities and freezing of salary. 
 
The investigation report may also provide grounds for reporting to an investigating 
officer in cases of retaliation or criminal offenses.14 It could also give cause for reporting 
the established facts to another authority (e.g., an inspectorate or regulator). Such 
declaration or reporting is even mandatory in some cases. 

6.4 PREVENTIVE MEASURES 
The fact-finding investigation can lead to preventive measures. These types of measures 
should be considered in any fact-finding investigation. For example, consider conducting 
a cause-and-effect analysis. If there is a realistic chance of recurrence, or if this cannot be 
ruled out, determine what is needed to prevent such recurrence as much as possible.  
 

 

14 Articles 160 and 162 of the Code of Criminal Procedure. Offenses covered under these articles include crimes 

against life, rape, terrorism, and malfeasance (mandatory reporting). 

https://www.rijksoverheid.nl/onderwerpen/straffen-en-maatregelen/verjaringstermijn-misdrijven#:%7E:text=Voor%20misdrijven%20geldt%20een%20verjaringstermijn,Ernstige%20misdrijven%20verjaren%20niet.&text=Misdrijven%20waarop%20een%20boete%2C%20hechtenis,opvolgen%20van%20een%20ambtelijk%20bevel.
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An annual analysis and completion of reports provides the i-coordinator with the 
opportunity to propose improvements or respond to new developments and risks. This 
keeps the integrity policy current. 
 
Preventive measures may include organisational changes (e.g., in structure, policies, or 
procedures). Reports or investigative outcomes may provide cause for discontinuing 
certain assignments or tasks, or for changing the way in which certain tasks are 
performed. Management may also need additional training or replacement. An incident 
could also be cause for dialogue within the organisation or for organising dilemma 
trainings. It may even invoke a desire for a change in culture.15  

6.5 NOTIFY THE REPORTING PERSON AND THE PERSON (OR 
PERSONS) CONCERNED 
Notify all persons concerned of the outcome of the investigation and of any employment 
measures taken against them. The reporting person should also be notified of the 
outcome at the same time, or as soon as possible. Exercise restraint in the extent to 
which you share personal data and sensitive or classified business information.  
 
The reporting person is not entitled to a photocopy of the report and does not need to be 
informed in detail, but should be able to determine whether the report was taken 
seriously and dealt with. The reporting person may consider filing an external report. If 
the report concerns wrongdoing, in accordance with the Whistleblowers Protection Act, 
an external report can always be filed directly with a competent authority or the Dutch 
Whistleblowers Authority. Reporting persons are more likely to do this if no investigation 
has been done within their own organisations or if they doubt the soundness of such 
investigations.  
 
A reporting person may be disappointed with the outcome of the internal investigation. 
This is not a reason to provide more information. A conversation with the reporting 
person may nevertheless promote acceptance of the outcome. If the fact-finding 
investigation indicates that the person concerned is blameless, you should provide for 
active rehabilitation. This should be done in good consultation with the person (or 
persons) concerned and the reporting person. 

6.6 INTERNAL AND EXTERNAL COMMUNICATION 
Open and transparent communication about integrity breaches is very important to 
opening undesirable behaviour to discussion, as well as to learning from the issues that 
have arisen. In addition, such communications emphasise the importance that the 
organisation places on integrity.  
 
This applies to both internal and the external communications. The trick is to always find 
the proper balance between the desired openness and the privacy of the parties 
involved: be open where possible and closed when necessary. 
 
The organisation’s employees are obviously entitled to at least partial information about 
the internal investigation. It would be strange for them to obtain this information only 
after the end of the investigation (e.g., through an annual report or the media).  

 

15 Additional tips and tools for a culture of integrity are provided in the Integrity Culture brochure published by the 

Dutch Whistleblowers Authority (in Dutch only): www.huisvoorklokkenluiders.nl. 

http://www.huisvoorklokkenluiders.nl/
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You should therefore let them know immediately afterwards that an investigation has 
taken place and state what the outcome was. As a rule, this should always be done, and 
thus not only if employees have been informed about the investigation at an earlier 
stage or if rumours are circulating. In your communication, be as open as possible 
without violating the condition of confidentiality. Such open communication makes it 
clear that your organisation deals with reports responsibly and seriously. 
 
As an employer, if you have taken visible employment measures (e.g., transferring the 
person concerned), you would do well to discuss this with the other employees. This can 
eliminate unrest, tension and ambiguities, in addition to disproving false rumours. Do 
not lose sight of the interest of the person concerned against whom a measure has been 
taken. It may suffice to notify employees that appropriate employment measures have 
been taken as a result of an internal investigation. Let the person concerned know that 
you intend to discuss the measures with employees and what you will discuss with them 
in this regard.  

6.7 AFTERCARE 
An internal investigation can cause unrest among staff and lead to dissatisfaction, 
absenteeism and loss of productivity. As an employer, you can prevent or mitigate these 
side effects by communicating carefully and at the right times — not only with those 
affected by the investigation, but also with other staff. In the process, you should bear in 
mind privacy and the interest of the investigation. The following thus applies at this 
stage as well: be open where possible and closed when necessary. Furthermore, it is 
important to observe undesirable side effects (or signs thereof) at an early stage. 
Confidential advisors, i-coordinators, occupational physicians and HR officers should be 
alert to this. They can notify the leadership of any such side effects (actual or impending).  

6.8 TIPS FOR THE LONGER TERM 
How can employees report integrity breaches, why is it important to do so, and how do 
you handle reports as an employer? You would do well to continue paying attention to 
these matters, even if no fact-finding investigation is taking place. For example, you 
could do this by sharing anonymised or fictitious cases with employees on a regular 
basis.  
 
By paying regular attention to these matters as an employer, your employees will remain 
aware that policies are in place to combat integrity breaches, that you learn lessons from 
incidents, and that you value employees who make reports. They are also likely to feel 
that they are employed by a fair employer, with rewards for good performance and 
consequences for misconduct. This enhances their sense of security, their trust in your 
organisation and the integrity of that organisation. 
 
Each investigation into a suspected integrity breach stands alone. An i-coordinator 
nevertheless has a duty to oversee all reports and look for patterns. For example, if there 
are more frequent reports from a particular department or about a particular 
component of the organisation, that may give cause for further investigation there. 
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This is a publication of the Dutch Whistleblowers Authority. 
 
This brochure from the Dutch Whistleblowers Authority is a modified version of the 
earlier brochure on ‘Internal Investigation’ from the Integrity in Practice series (April 
2020). The purpose of the brochure is to help organisations develop (or further develop) 
an organisational culture of integrity. No rights can be derived from this brochure. If you 
find any errors or inaccuracies in the brochure, please report them to the Dutch 
Whistleblowers Authority. Additional information is available at 
www.huisvoorklokkenluiders.nl. 
 

Contact details 
Muzenstraat 89-91, 2511 WB The Hague 
Tel: +31 (0)88 13 31000 
Email: contact@huisvoorklokkenluiders.nl 
 
© Dutch Whistleblowers Authority, december 2024 

mailto:contact@huisvoorklokkenluiders.nl
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